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Abstract. In this paper, we present an FDOJ[1] implementation focusing on standardized sci-
entific research data exchange. Using DOIP[2] and Cordra[3] and based on a concrete FDO
model with assumed layers and compositions, we implement some basic use-cases of ex-
changing/handling scientific research data based on FDOs, and introduce FDO services to
handle research data based on FDOs. We introduce workflows to orchestrate the application
of FDO services. These define and foster an FDO-based ecosystem research data. Our work
was funded by the German Research Foundation(DFG) within the KonsortSWD, the consor-
tium for the social, behavioral, educational and economic sciences, is part of the German Na-
tional Research Data Infrastructure (NFDI) initiative.

Keywords: FDO, DOIP, Scientific Research, Data Exchange, Cordra, FDO-Based Ecosys-
tem, KonsortSWD, NDFI, DGF

1. Introduction

Scientific research data comes from and is used in various domains, each having different
attributes, such as formats, schemas and also physical locations. Therefore, effectively mod-
elling, sharing, and using it poses a great challenge for scientific communities. In this context,
we see the encapsulation of scientific research data as FDOs of great importance. However,
FDOs, that are self-sufficient, referenceable digital entities, including principles to be better
located and reused, are still facing several challenges. While we cannot solve all of them, we
present our approach to address them.

FAIR Digital Objects (FDOs)[1] represent an approach for modelling and sharing scientific
research data. Relying on this model is an effective way to model data so that it is self-suffi-
cient. That means, it is sufficient to understand the data, and it includes all the necessary
information, such as metadata to provide information of the data and the defined operations
for using/handling the data. This, of course, is only possible within an FDO-based ecosystem,
including registries, services, and other components required to realize these objectives. They
also include the FAIR principles[4] that, ultimately, improve their FAIRness.

Currently, as the results of 3 years discussion, there are FDO specifications[5], The spec-
ifications are on purpose minimal and for all variant implementations. Therefore, the commu-
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nities are adopting different competing implementation options[6]. Therefore, all of those op-
tions need to be considered for any case or context. Finally, different services within an eco-
system are necessary, which in turn require a common definition of the FDO model.

KonsortSWD, the consortium for the social, behavioural, educational and economic sci-
ences, is part of the German National Research Data Infrastructure (NFDI) initiative. One
purpose of KonsortSWD is to develop a research data infrastructure for social, behavioral,
educational, and economic sciences[7]. The Task Area 5 (TA5) Measure 3 (M3) of Kon-
sortSWDI[8] aims to develop an API for standardized data exchange based on FDOs to over-
come the current practice of using heterogeneous, proprietary solutions for data exchange.
KonsortSWD is funded by the German Research Foundation(DFG) within NFDI with project
number 442494171.

2. FDO Services

FDO services are user self-defined FDO applications that are accessible, documented and
published. These services can be viewed, accessed, invoked or executed using the FDO ser-
vice API provided in our implementation. These have been implemented for linking, getting the
raw data of study variables in CSV format (refined data), doing Signposting[9] checks on PIDs,
etc. By using FDO services, we promote creating, sharing and reusing FDO applications.
Some advantages of our FDO service approach are listed below:

1. Dynamic; it can be used to provide services as needed such as service to get raw data
or service for checking data such as doing a Signposting check.

2. Standardized; having standard Restful API for registering/accessing/invoking.
3. Reusable; reusing existing FDO services as needed.

4. Enable; enable using existing services to create new services such as create FDO
service C by combining FDO service A and B.

5. Fostering, contributing to an FDO Service ecosystem to foster exchanging and han-
dling of research data via FDOs.

The diagram below describes the general concept of how FDO services work.

1. request to invoke FDO Service:
Signhposting on FDO
10.4232/1.0068 .
Data Exchange API

[ -
4. final result returned to caller

\/

) ) 2. identify/authenticate/invoke
3. return invocation result Signposting on 10.4232/1.0068

\
FDO Service v
{

"fdoserviceType": "info",

"id": "Signposting",

"name": "Check Signposting",
"description": "This FDO service can ..."

3

Figure 1. FDO Services
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FDO services are uniquely identified by their ID. Besides the unique ID, FDO services
have properties such as type, name or description. The type attribute enables the user to ef-
fectively identify the type of the service offered. When invoking an FDO Service on an FDO,
the user needs to provide the FDO either by providing the FDO itself or by providing its PID.

3. FDO Service Registry

To manage available FDO services, we also created an FDO Service Registry that is effectively
a central repository of available FDO services. The Registry has a common RESTful API for
registering/managing/discovering FDO services. For users of FDO services, it enables them
to discover and therefore to reuse existing FDO services. For providers of FDO services, it
enables them to register, publish and manage their FDO services. The diagram below illus-
trates the concept of an FDO Service Registry.

Record of an FDO Service

Requests / responses for A N\
registering/managing/discovering recordi Record?

FDO services
E < > FDO Service Registry

record..

Data communication

FDO Services

Figure 2. FDO Services Registry

Using the common API, new FDO services can be added to the FDO Services Registry.
After registration, the FDO services keep their record in the FDO Services Registry. The Reg-
istry communicates with the FDO services for keeping the both in sync and up-to-date.

4. FDO Workflows

FDO workflows extend FDO interaction into a predefined process to orchestrate the application
of operations on FDOs, for example retrieving data, applying a statistical analysis on the data,
or preparing the data for re-publication as a new entity. In each operation the FDOs are pro-
cessed by an FDO service.
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An FDO workflow consists of pipelines. These pipelines are executed one after another
according to the defined order. When a pipeline is executed, the FDO service is invoked and
the result of the invocation is obtained and then used as input of the next pipeline. This process
continues until the last pipeline is executed and the final result is obtained. Below is a diagram
to illustrate the concept of applying FDO Workflows with 3 FDO services.

Workflow Start

Pipelinel <« » |FDOServicel
FDO Service 2
Pipeline2 <+——>
4> -
Pipeline3 FDO Service 3

i

Workflow End

Figure 3. FDO Workflows

In the above workflow, 3 pipelines are defined with 3 FDO services respectively. Starting
from executing pipeline1, then pipeline2 and finally pipeline3. The final result is delivered after
executing the final pipeline, i.e. the result of the consecutive application of all pipelines in the
defined order.

5. Security - Authentication and Authorization

Finally, as authentication and authorization is very critical for research data sharing, we im-
plemented authentication via Single Sign-on (SSO). With SSO, a user using a single set of
credentials can authenticate themselves to different research data centers that share their

data with each other. This improves both security and the end user experience[10].

6. Technologies

We made use of the following key technologies that are currently available to handle FDOs:
Digital Object Interface Protocol (DOIP)[2], a protocol to enable client and server interacting
with each other via FDOs and Cordra[3] for managing FDOs with resolvable identifiers. For
implementation of authentication with SSO, we used Keycloak[11], a widely used, open source
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and easy-to-use application. To implement the FDO workflow, we used the open source or-
chestration platform Apache Hop[12].

7. Implementation

Our exemplary implementation includes some of the identified common research data ex-
change use cases including retrieving, searching, linking and registering FDOs. The imple-
mentation of these use cases provides a basic feature of data exchanges via FDOs.

7.1 FDO Services

By combining several aspects, our implementation enables dynamically registering and creat-
ing FDO Services for user self-defined functionalities, such as getting raw data of an FDO
instance or counting the number of videos associated with an FDO instance. Furthermore it is
also possible to rely on existing FDOs services from user-defined/community-defined (such as
a service to Link FDOs) so that a user is able to reuse existing FDO services from the FDO
ecosystem to provide their own service(s). For example, a Link FDO service, that can link
different FDOs together to create a linked FDO, can use a Register FDO service to register
the created linked FDO. By adopting the FDO model and using predefined FDO services, it is
possible to exchange and handle research data without even knowing the research data itself.
Also as mentioned above, it is also possible to reuse existing FDO services to create new FDO
services. These foster the exchange and handling of research data.

Below we show the implementation of a real FDO service: Signposting Check. As a
demonstrative purpose, we do the following simplifications.

1. The response of the service is in simple Json. However, because our FDO Services
are flexible to support different response specifications. Therefore, the response of an
FDO service can also be implemented to follow different Specifications such as the
DOIP specifications[2].

2. Furthermore, in the example, the service ID is a simple hardcoded key string. However,
each ServicelD (e.g. FDS_SIGNPOSTING_CHECK) could also be registered as a PID,
which points to its definition. The REST API could then take the PID as a parameter
instead of using a hardcoded key string.

The Signposting Check service can check/validate signposting on DOIls and landing
pages. It has the following record in the FDO Service Registry:

{

"fdoServiceType": "INFO",

"id": "FDS_SIGNPOSTING_CHECK",

"name": "FDO SIGNPOSTING CHECK",

"endPoint": "https://multiweb.gesis.org/doip/api/fdoservices",

"description”: "This service checks signposting links in DOIs and landing pages.™
}

Figure 4. Example record in the FDO Service registry
1. This service is of type INFO meaning that it can provide information.

2. The endpoint is given by the service provider when registering the service in the FDO
Service Registry. Therefore, the FDO service engine knows where to call the service.
However, the endpoint is not needed by the user of the FDO service.

3. The user of the service only needs to know the ID of the service to invoke the service.
In this example, the ID is FDS_SIGNPOSTING_CHECK. That is the ID used for invok-
ing the service.
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4. Name and description provide extra information about the service.

The service can be invoked with an example DOI: 10.4232/1.0068 with the request:
https://multiweb.gesis.org/doip/api/fdoservices/invoke/FDS _SIGNPOST-
ING CHECK?pid=10.4232/1.0068

In the above, the path of the end point is /api/fdoservices/invoke/{fdo-service-
id}?pid={pids}. In our example the ID of the service is “FDS_SIGNPOSTING_CHECK" and the
PIDs is 10.4232/1.0068. If more than one PID, they need to be separated by a comma. The
request returned by calling this service with the PID is as follows.

{
"responseCode": 1,
"type": "Signposting Check",
"content": [
{
"signpostingCheck": {
"PID": "https://doi.org/10.4232/1.0068",
"signpostingHtmlLinks": {
"1": "describedby: <https://search.gesis.org/getSchemaOrg.php?id=7A0068>",
"2": "type: <https://schema.org/Dataset>",
"3": "type: <https://schema.org/AboutPage>"
"éignpostingHttpLinks": {}
}
]
}

Figure 5. Example response of calling the FDS_SIGNPOSTING_CHECK service.

PIDs is 10.4232/1.0068. If more than one PID, they need to be separated by a comma.
The request returned by calling this service with the PID is as follows:

1. The responseCode is 1 meaning everything is OK.
2. The type is the type of the performed action. It is a Signposting Check in this exam-

ple.
3. The checking result is contained in the content.

4. In our example the result is in JSON. However, FDO services are user defined appli-
cations. Therefore, the result of calling a FDO service can be of different content
types and different schema depending on the implementation of the FDO service.

7.2 FDO Workflows

FDO workflows orchestrate the process of handling FDOs in a predefined manner. In the ex-
ample below, a FDO workflow is given (c.f. Figure 6) that counts associated videos of an FDO
and then registers the result as a new FDO. This workflow automates the handling of FDO in
a step-by-step manner. Therefore, it provides reproducible operations of research data.

& ——{€ -—€ ~—€

PID retrieveF DO countVideoFDOService registerFDO

Figure 6. Example workflow to process FDOs
A summary of the workflow process depicted in Figure 6 above is as follows:

1. Pipeline 1: Provide PID, PID is submitted.
2. Pipeline 2: Retrieve FDO, the FDO of the given PID is retrieved.
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3. Pipeline 3: Count videos, the retrieved FDO is given to the count video FDO Ser-
vice to count the number of videos associated with the FDO.

4. Pipeline 4: Register FDO, the result returned from the count video service is reg-
istered as a new FDO.

The workflow above demonstrates the ability of applying FDOs in a workflow manner via
invoking different FDO services in different pipelines to process FDOs in a predefined manner.
Apache Hop is used as a workflow engine for orchestrating the process.

Also important to mention is that the countVideoFDOSerivce does not rely on the opera-
tion layer of the FDO, but the FDO service itself to determine what operation itself can be
performed on FDOs. This is to show the generalized approach of FDO service without having
to rely on the operation layer of FDOs. On the other hand, it is also possible to use the FDO
operation layer to provide further operational information when needed.

8. Architecture

Figure 7. Architecture diagram of the FDO DEMO implementation.

The used architecture is shown in Figure 7 above. The RESTful API provides generic
access to the features of the FDO DEMO such as retrieving/searching FDOs, executing regis-
tered FDO services, enquiring RDC gateway/FDO service registries etc. The FDO Service
Engine instantiates and executes FDO services. While the FDO Engine prepares internal re-
quests, harmonizes the data exchange, handles the actual operations of modeling data into
FDOs etc, the RDC FDO Gateway distributes the internal request after authorization to the
corresponding Research Data Centers (RDC), that deliver the actual data based on the as-
sumed layers of our FDO model. We use Cordra to manage and store the newly registered
FDOs. The RDC Registry stores the needed information of the RDCs such as their data access
endpoint and ID and enables the RDC FDO Gateway to acquire data from the RDCs. Similarly,
the FDO Service Registry stores the needed information of the registered FDO Services so as
to enable the FDO service engine to execute the FDO services.
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While the API provides a set of basic common features to satisfy the most common needs,
FDO services, which can be created/registered dynamically, enable the user of the API to
define whatever feature they need for handling their FDOs. While the basic common features
are operated by the FDO Engine/RDC FDO Gateway etc. internally, the operation of the FDOs
service can be executed externally or internally. This is subject to the implementation of the
FDO services. The internal communication only utilizes the layers of the FDO, allowing for a
data agnostic exchange i.e. data exchange without knowing what the data actually are. The
FDO Service Registry uses metadata to identify services that are able to perform different
features.

In general, with our approach, the user can use the basic common features of the API to
satisfy their needs for some common use cases such as retrieving FDOs. When the common
features are not sufficient, they can look up the FDO Service Registry to see if there are ser-
vices that suit their specific needs. If they find the services, they can reuse them. Finally, they
can always define/register/invoke their self-defined FDO services to realize the specific fea-
tures they need.

We use Keycloak to provide SSO. The user needs to authenticate themselves before get-
ting access to the services, APl and workflows. The granularity of the access is handled inde-
pendently by each service provider. Each RDC keeps full authority over the data that which
possess and maintain and can limit data access based on the identity in the incoming request.

9. Conclusion and Next Steps

We present an FDO implementation focusing on standardized scientific research data ex-
change. Using DOIP and Cordra and based on a concrete FDO model with assumed layers
and compositions, we implement some basic use-cases of exchanging/handling scientific re-
search data based on FDOs, and introduce FDO services to handle research data based on
FDOs. We introduce workflows to orchestrate the application of FDO services. These define
and foster an FDO-based ecosystem research data.

We will continue to identify new use cases in the KonsortSWD community and provide
corresponding integrations based on the proposed design. Furthermore, we plan to adopt the
data exchange interface API into existing protocols (DOIP and Cordra) to handle FDO in-
stances.
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